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Figure 1: Standard illustration (cf. Schulze Darup et al. (2021, Fig. 1)) of a cloud-based control scheme with encrypted communications but insecure
controller evaluation (left) and with encrypted communications and controller (right). Double-arrows and double-framing highlight encrypted data
transmission and encrypted data processing, respectively.

crypted control, which builds on tailored combinations of
control algorithms and special cryptosystems with homo-
morphic properties (see Schulze Darup et al. (2021) for
an early survey). In particular, these cryptosystems pro-
vide a structure preserving encryption such that some sort
of computation on encrypted data is possible. Clearly,
this allows to securely outsource computations and to
subsequently decrypt the desired results in a trustwor-
thy environment. For a cloud-based controller, this con-
cept is illustrated on the right in Figure 1. More gener-
ally, encrypted control also enables (among other applica-
tions) privacy-preserving control-as-a-service, processing
of sensitive data (personal health data, companies’ data),
and the mitigation of attacks that require system knowl-
edge.

The interdisciplinary approach of designing encrypted
controllers requires deep knowledge of both networked
control and suitable cryptosystems. Given that most read-
ers will have a background in control, the paper mainly
intends to build a bridge to cryptography. To this end,
an initial overview of cryptosystems with homomorphic
properties is given in Table 1. The table first lists ho-
momorphic encryption (HE), where schemes based on
ring learning-with-errors (RLWE) are most competitive,
and secure multi-party computation (SMPC). As apparent
from the table, HE and SMPC stand out for high security
guarantees. In fact, under reasonable assumptions, it is
impossible for an attacker to gain information about en-
crypted messages using these cryptosystems. This is the
main reason why we will focus on HE- and SMPC-based

encrypted controllers in the remainder of this paper. Nev-
ertheless, we next briefly discuss the two remaining ho-
momorphic cryptosystems from Table 1 for completeness.

Differential privacy (DP) has been proposed in Dwork
(2006) for static-dataset analyses when an attacker has ac-
cess to background information, as a third option. The
security notion in DP guarantees that the presence or ab-
sence of a dataset entry will not significantly affect the
publicly visible computation output. Intuitively, privacy
then comes from an attacker’s inability to determine the
contribution of any specific entry to the output. This
is achieved by adding (non-trivially constructed) noise
before releasing an output, where bigger noise provides
more security. As a result, there is a trade-off between
security and accuracy while, on the other hand, computa-
tions do not impose an overhead as it is the case in HE or
SMPC. When applied to control, DP must be adapted for
dynamic data-streams. In this context, Han and Pappas
(2018) provide an introduction to the topic, whereas Has-
san et al. (2019) give a broad overview of DP in CPS.
In control related applications, DP is naturally consid-
ered a multi-party setup, where an agent’s contribution
corresponds to a dataset entry from above that is pro-
cessed by a trusted entity or (Laplacian) noise is added to
an agent’s output followed by an aggregation step (Wang
et al., 2017). This is why DP is often considered for con-
sensus problems (Huang et al., 2015; Nozari et al., 2016),
federated learning (Wei et al., 2020), or distributed op-
timization (Hale and Egerstedt, 2015; Han et al., 2017).
Note that the use of DP for a small number of parties is

3

Figure 1: Encrypted controller for cyber-
physical systems.

In many cyberphysical systems, solving the control task is
outsourced due to often heavy computational demands, or
because the solution depends on other participants. This
raises privacy concerns to which the young research field of
encrypted control provides answers. In order to keep the
data private to eavesdroppers, the communication can be
encrypted using standard cryptography tools. However,
the control cloud operator and malicious agents, that po-
tentially hacked the cloud, can access the private data,
such as control inputs and system outputs, because they
are decrypted for the controller evaluation. Homomorphic
encryptions provide a solution to this privacy concern, as
they allow to evaluate the control function on the encrypted data. This encrypted control loop is
depicted in Figure 1.

The current literature in this research area mainly focus on the confidentiality of data. However,
one should also guarantee the integrity of calculations, i.e., whether the control law is evaluated
correctly and no malicious agent has modified the result.
The thesis or project aims for combining confidentiality and integrity for a relatively simple control
scheme, namely static state feedback. For this setting, [1] proposes a plaintext solution based on
verifiable computations. The main goal of this thesis is to extend the approach by implementing it
using a partially homomorphic encryption scheme.

Your Profile
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� Programming skills in Matlab or (preferrable) Python
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� Interest in cybersecurity

Still, do not hesitate to apply for the thesis even if you do not yet have these skills. Appropriate
support can be provided by the supervisor.
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If you are interested in this thesis, please contact us at janis.adamek@tu-dortmund.de. Make sure
to include relevant information about yourself and your course of studies as detailed here.
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